
Drones, technically known as Unmanned Aerial Vehicles 
(UAVs) or Unmanned Aerial Systems (UAS), are quickly 
becoming a regular part of American life. In simplest 

terms, a drone is an aircraft piloted remotely or capable of 
automatic operation.1 First deployed by the United States military in 
Afghanistan for intelligence gathering in the year 2000 and used by 
Customs and Border Protection domestically for border surveillance 
since 2004, drones are quickly becoming smaller, more efficient, 
cheaper, and ubiquitous.2 Soon, private corporations may use drones 
to provide wireless internet3 and to quickly deliver products ordered 
online.4 Drones could also serve as a valuable tool for both federal 
and state government agencies, but the federal government and 
most states—including Wyoming—have not yet implemented a legal 
framework to protect from invasions of privacy by law enforcement, 
or the constant surveillance of everyday citizens who are not even 
suspected of criminal activity.5

One of the most idyllic conceptions of liberty traces to the Old 
Testament: “Each of them will sit under his vine and under his fig 
tree, with no one to make them afraid . . . .”6 George Washington 
frequently referenced this passage in letters, writing to friends 
from Mount Vernon “under the shadow of [his] own Vine & my 
own Fig tree, free from the bustle of a camp & the busy scenes of 
public life . . . .”7 Washington wished this same freedom for every 
American.8 About two centuries later, George Orwell warned of 
an entirely contrary future, where government—with the help of 
advanced technology—would be a constant presence and monitor 
every citizen.9 Orwell called this government “Big Brother,” and the 
nickname is often associated with invasive government surveillance. 

Although security cameras, satellites and manned aircraft have long 
served as surveillance tools, the quickly-decreasing cost of drones, 
along with easier deployment and use promises to make them a far 
greater threat to every American seeking solace and security under 
his own vine and fig tree.

Given the implications of drones on privacy, due process and 
liberty generally, Wyoming must undertake a serious review of 
drone regulation and implement guidelines that specifically direct 
law enforcement use of unmanned aerial surveillance. This brief 
discusses recent developments in drone use, offering a short summary 
of current law and law enforcement use in the United States. It then 
discusses protections offered under the Fourth Amendment to the 
U.S. Constitution against certain types of drone surveillance, and 
the heightened protections that some states have ratified into law. 
Finally, this brief discusses changes that Wyoming should make to 
its state law to protect against unwarranted aerial surveillance of 
Wyomingites by law enforcement.10

I. Drone Use in the United States

Modern drones were developed for military and intelligence use 
by large companies such as General Atomics.11 The MQ-1 Predator is 
one of the most commonly used (and thus recognized) drone models, 
and one of these drones costs about $4 million.12 The use of drones 
for targeted killing of suspected terrorists and enemy combatants 
abroad remains a hotly contested practice. This is a concern even 
domestically. In March 2013, Senator Rand Paul of Kentucky 
filibustered on the U.S. Senate floor for 13 hours, demanding 

Issue 20 by Stephen R. Klein* September 2014

Introduction

* Stephen R. Klein is a staff attorney with the Wyoming Liberty Group. In the interim between the 2014 and 2015 Wyoming legislative sessions, he is lobbying on behalf 
of bills to reform civil asset forfeiture in Wyoming and a bill to restrict law enforcement use of drones.



President Obama’s administration clarify its use of weaponized 
drones against American citizens.13 In the American West, the 
drone controversy has spawned numerous negative reactions, 
with one Colorado town recently voting down an ordinance 
to issue drone “hunting” licenses.14 One candidate for federal 
office in Montana recently played off the drone hunting theme 
in a campaign advertisement.15 This section briefly summarizes 
current domestic drone use in the United States, showing that 
although the regulatory framework for civilian use of drones is 
still far from completion, numerous law enforcement agencies 
are already engaging in unmanned aerial surveillance. 

a. The Federal Aviation Administration

In February, 2012 the United States Congress passed the FAA 
Modernization and Reform Act of 2012.16 The law requires the 
Federal Aviation Administration to form a comprehensive plan 
to “safely accelerate the integration of civil unmanned aircraft 
systems into the national airspace system.”17 
The law requires the FAA implement a 5-year 
roadmap to complete the plan.18 The agency is 
expected to miss the law’s deadlines because 
it “is significantly behind schedule in drawing 
up rules and standards to ensure that drones 
are airworthy, that pilots are trained properly 
and that their aircraft won’t interfere with 
other air traffic[.]”19 Only recently, the FAA 
approved the first testing site for drones in 
North Dakota.20 This test site will be utilized by 
the North Dakota Department of Commerce 
to test the Draganflyer X4ES, a small drone 
that can be equipped with a camera and other 
accessories.21

Although the FAA has approved test sites, media scrutiny—
particularly a recent investigation by the Washington Post—
has revealed that abroad “[m]ilitary drones have slammed 
into homes, farms, runways, highways, waterways and, in one 
case, an Air Force C-130 Hercules transport plane in midair.”22 

Domestically, the FAA maintains jurisdiction over airspace at 
varying levels (depending on various factors, such as proximity 
to an airport), but below those heights civilians may use some 
drones just as they use traditional model airplanes—indeed, 
in some cases there is very little difference between the two.23  
However, “[i]n 15 cases over the past two years, drones have 
flown dangerously close to passenger planes near airports, 
including two incidents on the same day in May in New York and 
Los Angeles . . . . A separate aviation safety database managed by 
NASA has recorded 50 other reports of close calls or improper 
flight operations involving drones over the past decade.”24 These 
incidents abroad and at home indicate that the FAA’s delays may 

just be beginning.

 The FAA Modernization and Reform Act focuses 
largely on the use of civilian drones. While the FAA implements 
its policy, federal, state and local law enforcement agencies have 
used drones domestically for some time. Although the FAA 
claims authority over both civilian and law enforcement use of 
the nation’s airspace, and maintains “strict conditions” for law 
enforcement to utilize drones,25 information regarding drone 
use has confirmed the need for legal guidelines for drone use by 
police. 

b. Law Enforcement Use of Drones

Customs and Border Protection (CBP) monopolizes drone 
use by federal law enforcement. CBP maintains a fleet of eight 
Predator drones, and is seeking to add more to its fleet.26 These 
drones are largely used to patrol the nation’s borders, particularly 

the border with Mexico. Since 2006, the 
agency has lost two Predator B drones in 
crashes, estimating the cost of the most recent 
loss at $12 million.27 The second crash earlier 
this year caused CBP to temporarily down its 
entire fleet.28 

A recent report by the Inspector General’s 
Office of the United States Department of 
Justice reveals that the Federal Bureau of 
Investigation (FBI) “has been deploying UAS 
to support their operations since 2006” while 
the Bureau of Alcohol Tobacco and Firearms 
“began researching and testing UAS in 2011 
and . . . is ready to deploy them if necessary . . 
. .”29 The FBI has been “less than forthcoming” 
with records about its drone program.30  

Neither the Drug Enforcement Agency nor the United States 
Marshals Service have deployed drones and do not intend to do 
so at the present time.31  Department of Justice law enforcement 
grants for drones amount to about $1.2 million, but the 2013 
report makes clear that federal grants allotted to state and local 
police agencies for drone programs were difficult to identify, 
and the report “cannot rule out the possibility that additional 
awardees may have been provided DOJ funds to acquire or 
deploy [drones].”32

Although CBP utilizes drones frequently, it does not simply 
use them for customs and border operations. Information 
acquired through Freedom of Information Act by the Electronic 
Frontier Foundation reveals that Customs and Border Patrol 
loaned its Predator drones to state and local law enforcement 
agencies 700 times between 2010 and 2012.33  This amounted to 
an eight-fold increase within the same time period.34 It does not 
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appear that Wyoming police agencies have used CBP’s drones, 
but the released information withheld the names of county 
sheriffs’ offices.35 

The DOJ report and the slow release of data from various other 
agencies show that law enforcement is already using drones in 
various parts of the United States, some agencies with increasing 
regularity. Thus it is not mere conjecture that law enforcement 
agencies may soon utilize drones in Wyoming. Before this 
occurs, Wyoming should implement a policy that regulates 
drone use by law enforcement. 

II.  Current Protections Against Drone 
Surveillance

As drone technology advances and threatens the privacy 
of Wyomingites and all Americans, the law can serve as an 
important restraint on government abuse.  However, before 
discussing the best policy approach for Wyoming it is necessary 
to review current constitutional protections for privacy from 
government as well as laws recently enacted in other states 
that address police use of drones. Given current constitutional 
protections under the Fourth Amendment and the Wyoming 
Constitution, Wyoming should join other states in enacting 
restrictions on law enforcement drone use. 

a.  Fourth Amendment Protections Against Unreasonable 
Drone Searches

The Fourth Amendment to the U.S. Constitution is one of the 
most important restraints upon law enforcement in the United 
States:

The right of the people to be secure in their persons, houses, 
papers, and effects, against unreasonable searches and sei-
zures, shall not be 
violated, and no 
Warrants shall issue, 
but upon probable 
cause, supported by 
Oath or affirmation, 
and particularly de-
scribing the place to 
be searched, and the 
persons or things to 
be seized.36 

A “search warrant” is 
“[a] judge’s written or-
der authorizing a law-
enforcement officer 
to conduct a search 

of a specified place and to seize evidence.”37 When courts hear 
Fourth Amendment challenges to searches conducted without a 
warrant, one key factor judges consider is whether an individual 
has a “reasonable expectation of privacy” to determine whether 
law enforcement needed a warrant to search a particular loca-
tion.38 Although the wording of the Fourth Amendment strongly 
protects a person’s pockets and clothing, house, private papers 
and effects (such as a bag or car) from warrantless searches, the 
standards of privacy nevertheless evolve over time. For exam-
ple, although many still consider their yards (particularly back 
yards) to be extensions of their houses and reasonably expect 
privacy, the Supreme Court ruled decades ago that one cannot 
reasonably expect privacy in his yard from police flyovers be-
cause civilian airplanes fly over houses all the time.39  However, 
in 2001 the Supreme Court ruled that police use of thermal im-
aging to detect heat signatures from a person’s home without a 
warrant (in particular to locate heat signatures from lights used 
in an indoor marijuana patch) violated the reasonable expecta-
tion of privacy, in part because “the technology in question is 
not in general public use.”40 As the dissent in that case noted, 
“it seems likely that the threat to privacy will grow, rather than 
recede, as the use of intrusive equipment becomes more readily 
available.”41 

Fourth Amendment protections are immediately concerning 
when applied to drones, because drones may be considered the 
equivalent of manned airplanes. Police have made this claim 
before state legislatures.42 Police may use them similarly to a 
plane or helicopter, but at much less expense.43 The use of visual 
surveillance by a drone without a warrant during a standoff in 
2011 was recently challenged in federal district court, but the 
argument was rejected, and the suspect was convicted in the 
case earlier this year.44 However, it is important to understand 
that many of the features of drones outside of visual viewing 

and recording may 
only be utilized 
domestically by law 
enforcement after 
they have obtained 
a warrant. Table 1 
lists some of these 
functions in detail. 
Although courts have 
not yet addressed 
many of these drone 
functions, courts 
have addressed 
these functions in 
isolation. It is very 
unlikely that a court 

Table 1.  Drone functions and Fourth Amendment warrant requirements.

Drone Function: Law Enforcement Legal Requirement:

Audio recording  Warrant likely required46

Accessing wireless network Warrant likely required47

Searching exterior private property No warrant required48

Searching interior private property Warrant required49

Surveillance of specific individuals Warrant likely required50

General surveillance of public property No warrant required51

Executing individuals Likely illegal52
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would not require a warrant for functions such as audio recording 
by a police drone when audio recorded by other means usually 
requires a warrant.45

Although current Fourth Amendment case law may provide 
little protection for visual drone reconnaissance over private 
land, it may nevertheless reign in specific uses of drones. In the 
2012 case United States v. Jones, the U.S. Supreme Court ruled 
that law enforcement must obtain a warrant 
before attaching a Global-Positioning-System 
(GPS) device to an automobile.53 Although 
the Court’s majority distinguished tracking via 
satellite from “mere visual observation” and 
maintained that a person “‘has no reasonable 
expectation of privacy in his movements 
from one place to another,’” the ruling steps 
back from the idea that technology in general 
public use lessens one’s expectation of privacy, 
since GPS is ubiquitous.54 The Jones ruling 
may provide ground for distinguishing visual 
surveillance by individual police officers 
(whether from a car or even from a plane) and 
from a drone—or for distinguishing random 
surveillance that may be provided by a drone 
from specific surveillance—but this is far from 
a predictable outcome. 

The Fourth Amendment provides protections from various 
forms of baseless snooping by law enforcement, and will almost 
certainly protect from certain tools being used on drones without 
a warrant. However, general visual observation of public and 
private lands—and, thus, the people using these lands—is entirely 
unrestricted. Instead of hoping that the Fourth Amendment will 
be interpreted to protect from drone surveillance, states should 
take affirmative steps to update their laws unequivocally. 

b.  Heightened Privacy Protections Under State Law Against 
Drone Searches

Some state courts interpret respective provisions of their 
state constitutions as more protective against unreasonable 
searches and seizures than the Fourth Amendment.55 Recently, 
the Court of Appeals of New Mexico ruled that under its state 
constitution “police flying over a residence strictly in order 

to discover evidence of a crime, without a 
warrant, ‘does not comport with the distinctive 
New Mexico protection against unreasonable 
searches and seizures.’”56  The Wyoming 
Constitution’s protection against unreasonable 
searches and seizures—Article 1, Section 4—is 
almost identical to the wording of the Fourth 
Amendment.57 In 2004 the Wyoming Supreme 
Court stated in a ruling that “this Court is 
certainly open to an argument that Article 
1, Section 4, of the Wyoming Constitution 
provides greater protections against 
unreasonable searches and seizures than the 
Fourth Amendment,” but has not yet addressed 
the issue.58 Thus, it is certainly possible at the 
Wyoming Supreme Court could rule that the 
Wyoming Constitution is as restrictive of 
warrantless aerial surveillance in Wyoming as 
New Mexico’s constitution is in New Mexico. 

However, it is unnecessary to wait for a case to arise, as states 
may make laws more protective of liberty than both their 
respective state constitutions and the federal constitution. More 
importantly, waiting is a risky proposition, as the Wyoming 
Supreme Court could only consider such a case after Wyoming 
law enforcement begins to use drones for warrantless searches, 
arrests an individual based on such a search, and that individual 
appeals his case to the Court.59
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As shown in Figure 1, most state legislatures have at least 
considered laws that would require a warrant for law enforcement 
searches using drones. 

 Both proposed and ratified laws provide important guidance 
for what Wyoming should and should not include in its own 
drone law. 

Ten states have enacted laws that generally require a warrant 
for drone surveillance by law enforcement. These states are 
Florida,60 Idaho,61 Illinois,62 Indiana,63 Montana,64 Oregon, 65 
Tennessee,66 Texas,67 Utah,68 and Wisconsin.69  However, these 

Figure 1.
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laws are far from uniform. Table 2 and Table 3 summarize the 
pertinent similarities and differences between these states’ drone 
laws. 

These laws are each less than three years old, with some ratified 
shortly before publication of this brief, and none have been 
considered in court. This may mean police are diligently abiding 

by drone restrictions in their respective states, 
but it is more likely that use remains rare by 
state police agencies.71 Soon enough, these 
laws will likely be tested in courts in each of 
their respective states. 

The wordings of state drone laws differ, 
and some are likely more protective than 
others.  Although all of these states require 
that law enforcement acquire a warrant before 
searching with drones (absent meeting one 
of the defined exceptions), only Illinois and 
Oregon place time limits on how long such a 
warrant may remain valid.72 Wisconsin’s law 
requires a warrant, but it may not actually 
enhance privacy because the requirement only 
applies to searching “a place or location where 
an individual has a reasonable expectation 
of privacy[.]”73 As discussed in the previous 
subsection, it is likely that this standard will 
provide no more protection from drones than 
from airplanes under the Fourth Amendment, 
as the Court has held one does not have a 
reasonable expectation of privacy in public or 
in their own yard from aerial viewing.74 What 
is particularly lacking in the majority of the 
laws is a data retention policy and remedies 
for those whose privacy is violated. 

In Wyoming, a bill that would have 
restricted drone use by law enforcement was 
introduced in the 2013 and 2014 legislative 
sessions.75 In 2013, the bill died in committee 
without a vote.76 In 2014, the bill emerged 
from House Judiciary but was not heard on 
the House floor before deadline.77 At the time 
of this writing, the Joint Judiciary Committee 
of the Wyoming Legislature was considering 
a committee bill, the Drone Protection Act.78 
Traditionally, committee bills have a better 
chance of becoming law than bills introduced 
by a single legislator or a few sponsors, since 
they already have the support of the committee 
that is most likely to consider the bill during 
legislative session. Whether the Drone 
Protection Act is carried as a committee bill or 
a bill is introduced by other means, it should 
be carefully crafted to allow for reasonable 
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use of unmanned aerial surveillance by law enforcement while 
preventing undue invasions of privacy.   

III.  Regulating Law Enforcement Drone Use 
in Wyoming

Since Wyoming law enforcement agencies are not yet 
utilizing drones, regulation may seem premature. However, 
recent events show how quickly Wyoming police agencies will 
adopt technology when it becomes available. As American 
involvement in conflicts throughout the Middle East decreases, 
the federal government has made surplus Mine-Resistant 
Ambush Protected vehicles (MRAPs) available to state and 
local law enforcement agencies.79 The Natrona County Sheriff ’s 
Office, the Cheyenne Police Department, and a “three-county 
tactical team in the Big Horn Basin” have 
already acquired MRAPs.80  These acquisitions 
were made with little to no prior public input. 
Given this approach, it is especially important 
that guidelines are in place before Wyoming 
law enforcement is able to acquire and utilize 
drones. This section examines important 
features that may be included in state law to 
ensure police use is narrow and respectful of 
privacy and property. 

a.   Implement a Warrant Requirement and 
Limited Exceptions

First and foremost, Wyoming police should 
not have the option of using drones as a 
supplement or replacement for traditional 
patrols and policing. State law should adopt 
a broad definition of “search” and require law 
enforcement to obtain a warrant before using 
drones for criminal investigations. State law 
cannot significantly restrict the use of drones by federal law 
enforcement,81 but it can place warrant requirements on state 
agencies even when they cooperate with federal agencies such 
as CBP’s drone sharing.82 Making a warrant a preliminary 
requirement for police drone use would also prevent utilizing 
drones on a constant basis. Currently, Predator drones can fly 
up to forty hours before refueling.83 Although drones like the 
Predator are currently cost-prohibitive, technological advances 
will soon provide for cheaper drones with similar or even longer 
endurance.84 

There are several situations in which law enforcement should 
be able to use drones without first obtaining a warrant. As 
illustrated in Table 2, every current state law recognizes some 
of these situations. Each law recognizes exigent circumstances, 

or “a situation in which a police officer must take immediate 
action to effectively make an arrest, search, or seizure for which 
probable cause exists, and thus may do so without first obtaining 
a warrant.”85 For example, if police witness a drug deal and the 
suspect placing a parcel containing the drugs in the trunk of 
a car, they may stop the car, search the trunk and retrieve the 
parcel without obtaining a warrant. This “exigency” is based 
on the fact that the officers have probable cause to search and 
the car is likely to disappear (along with the drugs) before the 
police can obtain a warrant.86 In the case of utilizing a drone, 
exigent circumstances would likely include searching for a 
recently escaped suspect or fugitive, responding to a hostage 
situation or other crime-in-progress. Given the well-established 
precedents for exigent circumstances, courts are often very 
careful when considering such cases. The law can also go further 

than precedent: at the time of this writing, the 
draft committee bill before the Joint Judiciary 
Committee would not allow the use of a 
drone to respond to exigent circumstances for 
more than eight hours before police acquire a 
warrant.87

Search and rescue, surveying crime and 
accident scenes, and training pilots are also 
reasonable exceptions or alternatives to the 
warrant requirement. Importantly, law is not 
infinite once passed, and as drones become 
available it will be far more preferable for 
law enforcement to propose new uses for 
aerial surveillance to the Legislature than for 
Legislature to add restrictions following the 
implementation of police drone programs. 
Furthermore, strict data retention policies 
would prevent non-criminal investigation 
purposes such as training from becoming de 
facto surveillance. 

b. Enact Strict Data Retention Policies

Law enforcement should not be able to constantly monitor 
citizens,88 nor search their property without probable cause. 
Similarly, the police should not have the power to stockpile 
extraneous data gathered by drones when they are used pursuant 
to a warrant or for another permitted and wholly legitimate 
purpose such as search and rescue. Unlike purchasing and 
utilizing drones themselves, storing vast amounts of electronic 
data is already feasible for any law enforcement agency.89 To 
prevent this, Wyoming law should require the destruction of 
extraneous data gathered by drones. Only three states with drone 
laws included a data retention restriction,90 the most reasonable 
being Illinois:
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If a law enforcement agency uses a drone . . . the agency 
within 30 days shall destroy all information gathered by the 
drone, except that a supervisor at that agency may retain 
particular information if (1) there is reasonable suspicion 
that the information contains evidence of criminal activity, 
or (2) the information is relevant to an ongoing investiga-
tion or pending criminal trial.

This provision may allow law enforcement to collect an over-
abundance of data when utilizing drones, but it requires quick 
assessment of whether or not the information is relevant to 
opening a new investigation or serving in an ongoing investi-
gation, and timely destruction of information that does not fit 
either category. 

A more direct approach may dissuade overzealous data 
collection by simply disallowing it as evidence 
when it is not specifically related to a 
permitted use. The proposed Wyoming Drone 
Protection Act states that “[n]o image or other 
information acquired or derived through the 
use of a drone by a governmental entity shall 
be admissible in any judicial or administrative 
proceeding unless the image was collected in 
compliance” with the law.91 This may suffer in 
application—for example, “training purposes” 
is an allowed use of drones under the proposed 
law, and police may simply engage in a lot of 
“training”—but could be easily combined 
with a time requirement similar to the Illinois 
statute. Whatever the method, data retention is 
an important aspect of any form of electronic 
surveillance that was overlooked by most 
states when they enacted their drone laws, and 
Wyoming should not make the same mistake.

c. Public Disclosure of Drone Use

Three states have implemented public disclosure provisions 
in their drone laws. In Illinois, all law enforcement agencies 
must report drone ownership to the Illinois Criminal Justice 
Information Authority, which is then required to annually publish 
on its website “a concise report that lists every law enforcement 
agency that owns a drone, and for each of those agencies, the 
number of drones that it owns” on July 1 of every year.92 The 
ICJIA’s first report shows three law enforcement agencies in 
Illinois have purchased drones, with two of them classified as 
“operative.”93 Texas enacted a far more comprehensive reporting 
requirement, but it will not become effective until January, 
2015.94 Reports there will require disclosure of the number of 
times a drone is used, what it is used for, and the total costs 

of any drone program.95 Utah, in a law just signed in April, 
implemented reporting provisions similar to Texas.96

The Drone Protection Act, in a draft before the Wyoming 
Joint Judiciary Committee at the time of this writing, requires 
a “government entity” (not merely law enforcement) to report 
drone use, reasons for drone use, costs, and the type of data 
collected to the attorney general on a yearly basis.97 In turn, the 
attorney general must then “report the information received . . . 
to the joint judiciary interim committee.”98 The draft bill does not 
contain a public disclosure requirement, though these reports 
would be available from the Legislative Service Office.

Public disclosure may ultimately appear comforting in law 
but fail in practice. For example, the author continues to address 
the police practice of civil asset forfeiture in Wyoming,99 which 

is authorized by a law that has long required 
the attorney general to file a report on certain 
aspects of the practice with the Wyoming Joint 
Appropriations Committee.100 These reports 
were not made between 1998 and 2014.101 Thus, 
although a law may provide for oversight, in a 
state like Wyoming, with a part-time citizen 
legislature, it cannot be achieved without 
diligent lawmakers and citizens. Furthermore, 
it is likely that records relating to drone use 
would already be available to the media and 
public alike under the Wyoming Public Records 
Act.102 Whether or not Wyoming law provides 
specific disclosures regarding drone use by law 
enforcement, residents must be mindful and, if 
necessary, outspoken about how police use the 
technology. Law cannot create this diligence.103  

d. Consider Anti-Weaponization Provisions

Wyoming law should also prohibit the 
weaponization of any drone used by law 

enforcement. Like abusive drone surveillance, this may be 
dismissed as a farfetched notion. However, there is ample 
evidence to bolster this concern. Acquisition of MRAPs by 
Wyoming police agencies indicates they will probably acquire 
drones when they become more available,104 and also evinces 
that state police agencies would weaponize drones if they could. 
Nationwide, especially with special weapons and tactics (SWAT) 
operations, state and local police agencies have become far more 
militarized.105 Furthermore, Customs and Border Protection—
the only agency that currently utilizes drones on a nearly 
daily basis—has already “considered equipping its Predators 
with ‘non-lethal weapons designed to immobilize’ targets of 
interest.”106 Weaponization is not merely possible on large, 
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expensive drones: a prototype of a much smaller drone outfitted 
with a taser was demonstrated at the 2014 South by Southwest 
conference in Austin, Texas.107 So far, Wisconsin is the only state 
to enact an anti-weaponization provision in its law.108 

If weaponization is not entirely prohibited, at the very least 
the law should require prior authorization of a weapons system 
by the Wyoming Legislature. As this technology develops, law 
enforcement (or even drone manufacturers) may demonstrate 
it before the legislature to establish the necessity and safety of 
any drone weapon.109 Weapons use must be strictly limited, if 
allowed at all, in this case to extremely dangerous emergencies 
such as hostage situations. Regardless, the law should never allow 
domestic drones to be permanently outfitted with any type of 
weapons system and, again, law should prohibit 
drones from serving as general patrol vehicles. 
Given the public reaction to drone surveillance 
by police, however, drone weaponization is 
likely to remain wholly unacceptable. 

e. Provide Remedies for Abuse

A drone law should provide for civil 
remedies, that is, allow citizens to file suit 
against a police agency, municipality or the 
state when the law is broken. However, this 
would be an exception to sovereign immunity. 
The doctrine of sovereign immunity is rooted 
deeply in the western tradition, and “was 
and is part and parcel of the common law 
long prior to the adoption of our federal 
constitution.”110 The doctrine broadly holds 
that when a government officer or agency acts 
in an official capacity, the state cannot be sued 
for events that result from that action unless 
the government consents to it. The Wyoming 
Constitution shows the breadth of sovereign 
immunity: 

All courts shall be open and every person for an injury done 
to person, reputation or property shall have justice admin-
istered without sale, denial or delay. Suits may be brought 
against the state in such manner and in such courts as the 
legislature may by law direct.111 

In short, “no suit can be maintained against the State until the 
legislature makes provision for such filing[.]”112 Wyoming law 
defines specific boundaries on this governmental immunity (for 
both state and local government) in the Wyoming Governmen-
tal Claims Act (WGCA).113

The WGCA likely provides some remedy for invasive use of 

drones, specifically: “A governmental entity is liable for damages 
resulting from tortious conduct of peace officers while acting 
within the scope of their duties.”114 This could provide for 
remedies for damages due to negligent handling of a drone (such 
as crashing into property) or for damages resulting from trespass. 
However, four states have provided for much more specific civil 
remedies for those harmed in violation of these states’ respective 
drone laws. In Florida, “[a]n aggrieved party may initiate a civil 
action against a law enforcement agency to obtain all appropriate 
relief in order to prevent or remedy a violation of this act.”115 
Tennessee law contains a substantially similar provision.116 Idaho 
law has a provision that provides for “damages in the amount of 
the greater of one thousand dollars ($1,000) or actual and general 
damages, plus reasonable attorney’s fees and other litigation 

costs reasonably incurred.”117 Texas law covers 
both police and private use of drones, and its 
remedies section mostly addresses invasions 
of privacy by citizens rather than the state, but 
may nevertheless provide $5,000 in damages 
for unauthorized photography of persons 
and property with drones, and $10,000 if 
such images are disclosed, displayed or 
distributed.118

Wyoming law should adopt a civil remedies 
provision within its drone regulation. The 
proposed Drone Protection Act does not 
currently contain such a provision.119 Idaho 
law provides a sensible and specific remedy 
by allowing a minimum recovery of $1,000 
plus attorney’s fees and costs. This ensures that 
a citizen cannot unjustly enrich himself by 
suing the state, yet makes it worth a citizen’s 
and an attorney’s time to pursue such cases 
and thereby allows the citizenry to serve as 
not merely watchdogs over police drone use, 
but watchdogs with teeth. This may provide 
the strongest incentive for law enforcement to 

avoid abusing unmanned aerial surveillance. 

f. Recognize Legitimate Use

Domestic drone use has caused a great deal of alarm, with 
concern arising almost as much over private use as police use. 
Following the 2013 Frontier Days rodeo in Cheyenne, residents 
expressed concern about a drone used by Frontier Days 
officials to photograph crowds at night shows.120 Following the 
2014 Frontier Days, a citizen reported the rodeo to the FAA 
for allegedly violating its regulations with a drone.121 In May, 
2014, a man was apparently assaulted on a beach in Madison, 
Connecticut, for flying a drone that the suspect alleged—without 

“If weaponization  
is not entirely  

prohibited, at the 
very least the law 

should require prior 
authorization of a 
weapons system by 

the Wyoming  
Legislature.  

The proposed  
Drone Protection 

Act does not  
currently contain 
such a provision.”
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any evidence—was being used for inappropriate photography.122 
Although law enforcement drone use is by all official records 
relatively limited, it is feared across the political spectrum by both 
urban and rural residents. The Seattle Police recently ended their 
drone program before it was fully implemented due to public 
outcry, and allegedly transferred their two Draganflyer drones 
to the Los Angeles Police Department.123 During the standoff 
between numerous supporters of Nevada rancher Cliven Bundy 
and the Bureau of Land Management in April, 2014, members 
of the Oath Keepers organization alleged that they were warned 
of a drone strike authorized by Attorney General Eric Holder.124 

This strike never materialized.  

The public reaction to domestic drone use 
is understandable, from fearing the presence 
of Big Brother to recognizing the brutality of 
military drone strikes abroad. Nevertheless, 
drones have many legitimate uses, even by 
law enforcement. In Wyoming, in particular, 
private use of drones to monitor herds of cattle 
or minerals operations, to patrol property 
or—soon enough—to deliver goods will all 
prove beneficial. Government use can include 
mapping, fighting forest fires, and search and 
rescue operations. With proper safeguards, 
law enforcement can utilize drone technology 
against criminal activity without unduly 
infringing on privacy rights. However, given 
the public reaction to drones, it is likely that 
recognition of legitimate police use will only 
follow the enactment of safeguards against 
illegitimate police use. 

Conclusion

The policy proposals in this paper are not exclusive or absolute. 
Citizenry and the Wyoming Legislature must not only implement 
a regulatory framework for unmanned aerial surveillance by law 
enforcement, but continue to monitor drone technology and 
ensure all government use is proper. Warrant requirements and 
data retention policies are the most pressing regulations for law 
enforcement drone use. The Drone Protection Act is an excellent 
bill as proposed, but the Legislature should also consider an 
anti-weaponization provision and allowing civil actions against 
agencies that abuse drones. 

Drones are already a part of American life, and in time their 
presence may be accepted. So long as the law ensures government 
cannot abuse this technology, drones will serve as a benefit to 
society and not a hazard. ■
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